iLock System

Description

The iLock system enables you to lockdown a device into one application. The system is build on several main tools: 

· iLock2

· iHook2

· iRotateCN2

· LockTaskbar

· iRun2

· iKill2

· iSIP2

· iLockIE2

iLock2

This app should be run from the registry key hklm\init, so it will launch before the device shell. Although there is an Exit menu item, you need a password to leave iLock2. The application will disable input for the taskbar and the desktop and should normally "killed" by some custom application. If LockTaskbar is started it will close iLock2.

iRotateCN2

This small app rotates the screen. Either it togglese between 0 and 90 degrees or you specify -0, -90, -180 or -270 on the command line.
Example: "iRotateCN2.exe -270" will rotate the screen to left. "iRotateCN2.exe -?" will show a short help.

iRun2

This application will start and watch the running of an application provided with the command line. Usually iRUN2 should be started from a batch, for example within AutoUser.dat of a CN2. iRun2 will watch the application isrunning and restarts it, if closed.
Examples:
"iRun2.exe iesample.exe" will start and restart iesample.exe. 
"iRun2.exe -stop" will close iRun2 and it will no longer watch the exe is running.

iHook2

This application provides the user with key shortcuts to applications. Actually (2. june 2006) the assigned 'hot' keys and there applications are hard coded into the source:

F3
toggle screen rotation between 0 and 90 degree by use of iRotateCN2.exe

F4
toggles desktop and taskbar locking state by use of LockTaskbar

F5
toggles SIP (software input panel) show/hide by use of iSIP2

All keystrokes or hot keys are transparent, this means, they are not lost and will reach the application just running in foreground. iHook2 can be started by placing a link to the exe in \Windows\Startup, by a batch file or some other AutoStart feature of the device OS.

iHook2 Version 1.1

This versions uses the registry to read the assigned keys and applications. Additionally the app is now safe and will only load once. The only argument supported is "-writereg" to write a default registry (see below).

Sample registry:

[HKEY_LOCAL_MACHINE\SOFTWARE\Intermec\iHook2]
"arg4"="iRun2.exe"
"exe4"="\\windows\\iKill2.exe"
"key4"=hex:\
      1b
"arg3"=""
"exe3"="explorer.exe"
"key3"=hex:\
      71
"arg2"=""
"exe2"="\\windows\\iSIP2.exe"
"key2"=hex:\
      74
"arg1"="-toggle"
"exe1"="\\windows\\LockTaskBar.exe"
"key1"=hex:\
      73
"arg0"=""
"exe0"="\\windows\\iRotateCN2.exe"
"key0"=hex:\
      72

LockTaskbar

Locktaskbar simply locks the desktop and the taskbar.
-lock
lock desktop and taskbar
-unload
unlock desktop and taskbar, no password required
-unlock
unlock desktop and taskbar, requires password '52401'
-toggle
toggle the locking state for desktop and taskbar
none
same as -lock

Additional tools

iKill2
will kill the processes owned by an exe or simply close the application window.

Example: 

"iKill2.exe iesample.exe" will close internet explorer

iSIP2
toggles the visibility of the SIP or shows or hides the SIP

no args
toggle SIP

-show
show the SIP

-hide
hide the SIP

iLockIE2
starts iesample and locks user by disabling menu and close button (X)

no args
lock iesample (WinCE Internet Explorer)

-lock
same as no args

-unlock
unlocks iesample

Default demo installation

There is a cab file that should be placed in DiskOnChip\Cabfiles (or Flash File Store\Cabfiles). So everytime the device is cold booted, it will install the iLock system. The installation will enter two new registry entries:

[HKEY_LOCAL_MACHINE\init]
"Launch45"="iLock2.exe"
"Depend45"=hex:14,00,1e,00

These files are copied to the windows dir:

iHook2.exe
iKill2.exe
iLock2.bmp
iLock2.exe
iRotateCN2.exe
iRun2.exe
iSIP2.exe
LockTaskbar.exe

This file is copied to \DiskOnChip\2577

AutoUser.dat

AutoUser.dat is used to launch iHook2.exe and iRun2.exe with iesample.exe. Here is the content of the file:

run "\Windows\iHook2.exe"
run "\Windows\iRun2.exe" iesample.exe

That's all!
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